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MEMORANDUM FOR:

- FROM:

CLA Member, Industrial Security
Manual Working Group

Logistics & Procurement Law Division
Office of General Counsel
SUBJECT: APEX Industrial Security Manual

1. Per your request we have reviewed the proposed APEX

Industrial Security Manual. In addition to notations made in

. the Manual draft, our comments follow:

a. Page 1 - The citations to the National
Security Act of 1947 and Executive Orders 12036
and 12065 are informal and should be placed in
proper form. The correct citations are as
follows: National Security Act of 1947, Pub. L.
No. 80-253, 61 Stat. 495, as amended; Executive

‘Order No. 12036, 43 Fed. Reg. 3674 (1978);

Executive Order No. 12065, 43 Fed. Reg. 28949
(1978). .

b. Page 1 - We are puzzled as to the exact
status this Manual will have since it "will serve
as the authorative guide,”" while, at the same
time, the guide, "is not, however, intended to
Intrude on the authority of government Program
Managers who-will continue to prescribe basic
operational direction, classification guidance
and policy on dissemination for programs under
their cognizance." Exactly what authority or
weight will this guide convey?

¢. Page 2 - It is unclear to this Office
whether the "personal responsibility" referred to
here is meant to infer legal liability or merely
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the moral restraint placed upon these individuals
to safeguard this information. If legal liability

- 1s the intent, this section should be carefully
coordinated with this Office prior to publication
of the Manual.

d. Page 9, paragraph 3 - Time 1limits should
be added as to when tracers will be sent.

e. Page 10, paragraph 5 - The paragraph
fails to state who will receive the reindoctrina-
tions. Clarification is required here.

f. Page 11, paragraph 8 - The term "required
reports" is vague and gives no real clue as to what
reports are required and by whom.

g. Page 13, last paragraph - "Common sense
o determinations" is a vague term to be using in so
N sensitive an area as in the granting of exceptions
for access privileges. - :

h. Page 14, paragraph ¢ - Who will conduct
these investigations? Also, the phrase, "but not
limited to," should be added between the words

\s““include"'and "birth" so as to not make the list an
exclusive listing.

i. Page 18, paragraph 12 — The spouse or
Immedlate family check discussed here must be examined
25X1 by Mr. | | Office of General Counsel, to _
determine if it complies with current law. A copy of
the Manual draft has been provided to him for comment.

Jj. Page 23, paragraph e2. - Same comment as
above in pardgraph i. '

k. Page 26 — We are unclear as to how this
Manual interfaces with the newly issued Industrial
Security Manual of the Office of Security. Will a
copy of this Manual be provided a contractor or
potential bidder? Problems in the past have occurred
regarding enforcement of security practices when it
was learned that the contractor was not given a copy
of the particular manual involved.
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SUBJECT: APEX Industrial Security Manual [ |

1. Page 27, line 7 - In the phrase, "cognizant
Agency review," does Agency refer to the CIA? If so,
will other Intelligence Community members be required
to accept the CIA review? How will an increase in
foreign ownership above the five percent mark be
discovered? A

m. Page 28, line 12 - Should read "or" vice "of."

n. Page 32, paragraph a - Appendix A was not
provided. :

0. Page 32, paragraph ¢ - Periodic is too vague.
Be specific in order to be enforceable. :

p. Page 35, line 1 - "May be" is permissive.’
- Suggest "must" be substituted. '

q. Page 35, line 11 - The acronym "ACF" is
undefined. .

r. Page 36, paragraph a, line 2 - Phrase "as
soon as possible" is vague. Suggest a minimum time be .
established in order to be enforceable.

§. Page 36, paragraph a, line 5 - "As a mimimum"
added to permit reinspections as needed without raising
claim of interference. Sentence would read "Reinspec~
tions are to be conducted every 18 months as a minimum."

t. Page 38, paragraph a - Delete "sole" as two
different persons are empowered to certify.

, u. Page 38, paragraph ¢ - Who will provide the
necessary sdpport to maintain a Central Access Approval
Registry? '

_ v. Page U2, paragraph ¢ - Who will exercise final
review and resolve these challenges?

w. Page 49, paragraph f - Delete "As soon as
possible"” as such language is precatory. Suggest a
time 1limit be defined to make it enforceable.
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SUBJECT: APEX Industrial Security Manual

x. Page 56, paragraph a, line 9 - Delete "in

timely fashion" as it is precatory. Establish a
25X1 ctime limit. [ ]
2.

If you require clarification of the above comments

or wish further review of the Manual by this Office, please do
not hesitate to contact us.

AssTstdnt General Counsel

Att.
Manual

25X1 ce: Special Asst., OGC
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OLD MANUAL

NEW MANUAL,
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£ the ] rovisions ot this Manua.l

Rl

Stive. Even emorgency telephonio waivers such as

. may be vaived, ithout prior written meval of - to insure that Headquarters is kei:f'. awaré of -

s and has approved arij' deviation from the .

the COntractin‘g Officer s Securitx Rezresenta—

|l
to meet unforeaeen Contmctor Courier reguire

‘ments under th Two Person Rule

' §B, ustii‘icat‘io_ and vri’i:'ten ‘Custome x*e;rﬁﬁt‘a:-‘%:

§ H;ion. : {3ee al o paragraph 10. a‘iver provi-

- S 7 sdonsa) Contractor deviations from the provi-

- sions of this Memual which do nat have written

Customer Appx"l)vnl will be considered in the!’

: Customer‘a asaassment of com:ract per!‘omance

durin contmr y_award ree detemi ations.

. clause" is included at the request of the
‘shall later be. - DD/PTOS.
" discusses waivers for operi storage, and

. points out that they are time-limited too.

R z‘zpproach to putting some teeth into cone

. tractual security requirements. . . :

COM/ENTS -

d. This paragraph has beeri added -

provisions‘of the Manual. The "sunset

Paragraph 10. d. in the new Manual

Theé sentence concerning possible senctions

during award fee determinations 1s our
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‘;’SECURITY'¥IOLATION . Any brench of secu=

; rity regulatioxﬁe, requirements, procedures or -

. guides by an iudividual vhich sub.jects clasgi=

" 'fied or sensi: 1ve material or information to
Tl . .
" compromise to ynauthorized persons, or which

. places it in jeopardy where a compromise could

© result, conéti{uteg 8 secm;ity violation." Such .

j . )
& breach in‘cluc.es both acts of omission such as

' faflure to prnp{grly secure classified or sensi—

. tive ma.terial L‘md acts of ccmmission such as

discussion nf nlassiried or sensif.ive informa-.
T -

" tion over nom’;‘é"cure telephone ciicuits. The -

1nformation a.nd materials referred to in this

def‘inition cemgrise classified materials and

- those materials and information which are

. sensitivé because they involve intelligence

. sources and methods.
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. - Ycontrorled Tafd Tstoredy

b. E‘Fadple"’and 1den+ification cards indl- .

. ca,ting anthorized access to restricted Areas

‘ a"h?II" ve rigldly controlled” a.n'd ‘accoiinted "for by")

€he contract; by use of ’badge istock utilizing 8- !

0

preprinted, nonsecntive or coded numbering

- system. In uld:ltion Yadge - blanks and relateﬂ

- PEdging mate 'fiils shall also” be ‘Becurely M

- '4f C g Whe n_a badge system is used, the IR : o :
*Contracter r i1l ensure that o badgs check<tsyy , N

.conducted on: ‘ull personneLentering..and_exit1ng~ o

: Customer-dedf,cated contrnctouacilities (facil-

. ities used exclusively by the Oustomer).
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go_and’ restricted reasJ

. wherein Cuseomev related activit:laa are cona"

ducted sgecificnllx during nonworking hours

. and other’ 2eri 8 deemed appropriate by the COn-,

- tracting Oi‘fice{'s Security Regresentative

and/or COntrn'étqr. These logs should be

r for sus icious anomalies

N and should be ‘i‘etafned ' minimum of'fivé‘?’ea’.z’-é‘?}
g -

: or until auch tiﬁ.e as othcmise s&cificallz




S N Rr:czné_mq;gma CLASSIFIED DOCHMENTS

.

o~

- A;duplicate co

N
-foistomer” cla.s j1fied documents -sentto- the

, This paragraph he.s Yeen added to zr.'ake

" this Manual consistent v&th thelZlManual.v

bustomer bx he Contrnctor or- aent from one -

ER A Customer Contfnctor to another Customer Contrac— © requirement for document and materials

) tor or subcontrnctor shall be retnined in~a tracer action.

T

'_'by :I.ncluding the 20 working dnys' suspense

lsuspense rilel'until the signed copy is returned.

TA suspense'date ‘not_to ‘exceed 20’ working dags

sha.ll ‘be estnblished “and * t‘ollow—up a.ction‘

: shnll b‘e‘"‘inm ated by Ehe” originator 1fthe”

‘signed receipi 15 not received within that time.

In addition, gﬁe Contractor shall ensure that

any classiﬁed documents or materia.l which he

" receives eitha; from the Cuatomer or_from

. another Custemer Contractor or su‘oeontractor are
¥ j

receipted for'

mmediately, and that the receipt

L is returned t the sender within 20 vorking

7 days. Follow action will be =reg fFed 1f that -

HRE e are.sres

i time"1p” ekcee B¢

oy




b. .Destruction of classified docwments and

d. ' Restpuction.of classiffed-documents and, '

action is contrary to local ordinances or would ‘_

involve safety hazards, edvice should be = -

. requested from th’e COntrnoting Officer's .

veurit.y chrcoentative. Destruction may dbe

perfomcd only by persons holding appropria.te
Industrial Security Approvals granted by the

Agency. - Although certificates of destruction

“are not required, the date and initials of the

destroyer mst be noted in the log when CONFI-
DENTIAL or SECRET documents are destroyed. Two

signatures are required in the log to certify

" o destruction of TOP SECRET material.

~—

U “the Customgz} When such a.ction is contraxy
to local orainances or vould involve safety

hazards, a.dﬁce should de reqqested from the
COntracting 0¢t1cer's Security Representative- :

Destruction my be performed only by persons

holding appra 'ris.te Industrial Becurity Approv—
als grarted hyr_. the Customer. Although certifia

ce.tes of destruction are not required, the date

" and signa.turee of the destroyer and a witness to
Ri .

' the destruction are re@ired in the log to

" certify the. destruction of CONFIDENTIAL,

SECRET, and 'I'OP SDCRET materin.l,

. The persons pert‘orming the destruction of

. classified: materials shall remain s.f. the

destruction site until the destrnction is

omplete nnd A determination hag been_made that

- the materia.l cunnot be Yecons tituted

fied materials be witnessed and that the

Ve )mve also added the req,uirenent that the

- peraons perroming the destruction rematn at

the site as specified.

"

;'signat\ires of the destx;oyer and the witness -

be entered intc the Document Control Log. C :

95
Thia paragraph has been expanded to

require that the destruction of all classi-
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REFORTING EECURITY VIOLATIONS

12;

:1‘513‘ is a new paragraph containing -

paragraph 3 of this Manual ~are to he reported : the requirementa‘for.reiorting of security

1 by Contractor 3 Seécurity Rggresentative to‘ violations. It vill be included in'all ‘the

'|the COntractinﬁ ‘Officer!s’ Securitx Regresenta-'- -

itive.'In cnses 1nvolvin5 Communications Securigx o

manuals.

i matters, and 1n cases where other serious

. compromise of classified information is believed

to have occurred, an initial tclenhohic report

“(unclassified" in content) shall be made by the

Contractor tc the Customer. In such cases,

Hhere the Contrqctor has an encrypted communica=-

" tions 1ink with the Customer, a reéport by wire

”vshall also be provided the Customer. In every

© case, the contrnctor shall complete and forward

3_ to the cognizant Customer Security Officer a -

e

1.

Security Violation Report Form_ for Customer

S files,

30




nnd other appronred securitv locking devices ..

q»-v g

ed_ wheneveré‘* I

{ ombinations?oﬂ a.pproved security\ containers, »- :

B uaing co:nbinatifms shall be set upon initial
| ; R e .

, R
mintain comhincutions for security-containers on
I

two separate- J.ists or cards, 'both classified at

the highest levai of the material which is

" protected. Onedist or card will: contain the

. q
- combina.tion and a 1ist or card identificaticn

same list or carﬂ identirication number.

o - locntion of the conta.iner custodinn and
< i el ; T
. : I Ll combination chnn e date. I?ach Ustio or.ieard s
. _"“——Jx&r

- "number. The othF’r 1ist or .card ¥ill contain the

. o be iitored‘in the control dmwer of & B nrat é




-+ GSA-approved security: atfie”, ‘ob dn two _
: indegendentix gpritrolled drawera ‘61‘ the aﬁme i
OSA-approved acgurity container. COntrol of the ~

Cedpe

I
: combina.tions in to be vested 1n the hinhest

. “{E
-, level of the C ntractor 3 Security Staf!‘ having

’ 'rcnponsibility'tor the protection of the cOn=

- ST 'vtract. Combin%tions shall be disclosed only to. -

- Co ‘_ ..+ .. v and changed by tpersona holding aggrogria.te v

o 'Induatrial Secglzitx Ap;grovals from the Customer. .

. ) R . COmbinations mgat not_be- recorded on teleghone
: : Lo g finders, calendar pads; or 15 other non-

: ’ : -7 . " secure places.




1. ’rhe Oontractor shall ennure that ]

Cuntomer c'laugified docunents, material and

__q\_xipment, when in use, are constantly under tha

‘control oi‘ nmgroprintely npproved and briefed

- X
’ gernonnel, an ‘ when not in use, ‘are stored in a

" menner apgrovdd by the Contmcting Ofﬁcer'a
Security Représentative. Where determined -

u.ngl cable’ px t’ne connizant ﬂeadguarters Secu—
rit[ Otficer, the "‘rwo-Perscn Rule" shall 'be. )

)

. “ienforced T




eguigment utilized on Customer—related efforts

is placed in a.n area .under conste.nt supervision;

r appropriately approved contractor personnel

.or the aréd houaing the eguiment or the equip-

N ment iteeli‘ is \protected w:lth an a.pproved

~ - :
R electronic/mechanical personne]. access _control
) device to pmvide positive user control. Also,
. a.ll document reproduction equiument mist be
; . ' ’ . s oo _pera.ted to ensure that cla'ssi!‘ied‘ documentu"'a'x"'é"?
i
. '\/l pcirr e s,

T Fleq” mnterials_

Le_quirec:- to perrqrm the contract. : S?:rict"*q

{ diBscipring shall ‘beexércised-in. the. roductiog}

.







Hisare that under * -

q.__The bontractor'shall e
- T .
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aecuritx reggiremeﬁts, shall c:ons!.dall conducting

7 mlic"uhnnnounccd packig ‘ﬁnd”bribf‘cnse 7

@' inapc"]fons of all personnel both exihng and - o
entering ContrActor fucilities in vﬂ%t‘sh Cuagomer . : '

N nctivities are ‘neing conducted,
NS .
-

I SR P N s




The contractor shall 1n:ltiaf.e and then'

Courier are’ sbuﬂ‘ed by employeea of proven ‘y

{ tiir{t&"En'df'hﬁability:y These"duties are not
ese duties are not

’v‘,considered 's.é ondary to other responsibilities, T . . Co L :

"and every efrort must be made to assign to those *

~ ) % positions épeople Who' have ‘an- aptitude fors . ;
A ) o . Eauch WorkTTo the extent reasible these fune~ E
: tions should ba’assi ned to separate personnely) R : '
. .
t
¢ .
N

=

e 4‘.».-—-.\' “"‘““&.m - e e




The ‘Contractor shall p_eriodicallx have

.- each /sy ewisor 1nterviewr his or hér subbrdiJ

Lnutea' "reinrome se::urit .consciousness” and to“-

. Enuﬂ‘ace potential security” problems. ? Any

groblems .discetncd which are considered 1o have L o - ‘

a potential 1mpaot upon security shall be

f'(

‘Brought immediately to the attention of the,
ention

COntracting Offioer's Security Representativey .




+ v The ‘Contractor shall periodically have .

-2’ each/supervisor:interview his or hér subsrdie'] .

. .Lnn:eg"’to*relnrdhce' security consciousness and .to

Ez;bblems discerned which are ‘considered to have B

a potential impact upon security shall be

" Bfought immediately to the attention of the;




und other personnel 4he Contractor or Gbntract-
. 1n5 Officer s Security Representative rﬂé{
‘“i?:

- designate as occ’ix - sencitiv

Periodie counselling', informal 4ob orieﬂte

discuss‘ans -and close attention to the:

-ties are recommended in the development bf. the
| ‘—-ﬁn‘

Contractor's security Erogram.

(24

e—'aaths. '

emgloxee S daily duties and Job-related activi-
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SR s L,

X 'l;he hontractor shall ensure that :

“ Contractor employees are reminded of their

t

' personal responsidbility not to disclosé clasgd,

. fed information”in"any futiré”émployment

{applications pr Personal resumenyy

N
i
. .
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N .
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Conbrnctor havo

4 und ‘briefcd pernt:ns presents uithin any

- Cuntomer—relatné' CQntractor-opemtod ConuuunIcu-']

"tionn Center nndl "ﬁen designated p“"'the Cug= *

’Eomer, within of ;TE"

} mi‘ﬁ’dtgignﬂed‘ *when those facilitien

are either being ogened, occup_ied, or being

elosed. s

: 'I'o the extent Jra.cticnble,

Eb‘é*rbtﬁ:éd“ao t)‘ng the sume tvo individuulo aro
. . 1 -

A -
M: least two g_ropex'ly apgroved

Industrial Security Interim Report as approved :
. by the DCI.

PEraon neI nﬁaﬁ’ ' 'ba a.pproved and that added cont ractor costs be

abnorbed by the sponsoring office."{Enphasis

. THO-PERSON RULE. We recognize that this

definition 45 & change from a previously coor~

dinnt.ed pouition'. He hm}e'chnnged the det‘ini—l

tion on tho ansumption that Tuo-Person ‘Rule

conto vill be borne by the sponsoring office

in accordance with Reccmmendation #12 of the

Recommendation 412 was "That the

néceasary' stare realignment and augmentation

lddeﬁo) .




- Hith respect to Contractor Courlbrsthe

. Two-Péreon«Ru1e<also npplies to’ thc mdvement of.f'

‘I—Eﬁncnnr classified materinls,/and‘,ﬂh__},
¢ Wb}r the C\xsi‘.cmer,‘:v’i‘z—é.ﬁlﬁwmt:i;~l -:“'.-
?CONI‘IDENTIAL':BEE«:FIHS'\ : _"; o

#In detemini} 8 designuted areaj the

Customer shall take into consideratiod the

sensitivity andfor volume of the material being - .’

stored and, as appropriate, the sensiﬂivitz
uof' an activity being conducted in a gi\ren area.
As a general practice, the Two-Person iiule she.ll

_ be ap}glied to document storage areas, Eguim nt
fabrication[assembly areas, document rgnroduc-

tion areas and any other areas determihed appli-

cable because of the sensitivity/volume of the
_ material being stored or sensitivity of a.ctivitx

" conducted_ therein,




OO

. The contractor shall ensure that appros .

Briaté logs.a.re maintained to ';refleci‘: that_the -

Two-Person Rule has actually been enforced At :'

all locations .where 1t is applicables’ The. logs

" shall be designed to reflect who the tvo

' parties to.the Two-Person Rule were &t any - . -

g' iven time an aren or piece cf'stora'ée'éci\gpf

ment was_being opened, was in use, or was being

closed.:




